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Check Fraud

e Check fraud graiia\g but not at the same rate

[Sade by check
@in check fraud

L_,&c"u; are highest at cdfnmunity banks and

hidsize banks

e Positive pay iIs inconvenient for customers and
only catches fraud a#the end of the payment
lifecycle



Online Fraud

e Credit cardSiE&@ud is down, bu
debit card fretereh ug

e Online U.S. credit card fraud
increased from $&.3 billion in 2003

~t0,3.2 Dbillion in 2807

e Organized crime@nd terrorist
group are well-onghestrated

e \What about phones?

- /



Integrity Missing

e |s the checlElE@al?

= Check imagi

g = how do you know

Image hasn’t



Observations

» Bad checks tha@léfét into the payme ent system
leave incentivestilelace for criminals

3ac "’eﬂecks make check clearing system

eed to be ImE lemented to to prevent
rom gettm INE@ the system

industry standard



Summary

Controls need tejele, preventative and systemic

Internal collaboreiel b - information secur rity
fraud and investigations

Global collaboration ‘gpeople, process &
technology
_Financial Services Inf@gitnation Sharing and

- Analysis Center is a gd@d public/private sector
model to follow

Don’t assume your conmfiputer network has a
border - you need to care about what’s inside




Thank Youl

Contact Infot

' BOD.West@ alonone.net
< 328.7430




