
Controlling risk in a lightning-speed trading environment
by Carol L. Clark, lead technical expert, Financial Markets Group

A handful of high-frequency trading firms accounted for an estimated 70 percent of overall 
trading volume on U.S. equities markets in 2009. One firm with such a computerized system 
traded over 2 billion shares in a single day in October 2008, amounting to over 10 percent 
of U.S. equities trading volume for the day. What are the advantages and disadvantages 
of this technology-dependent trading environment, and how are its risks controlled?
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A major issue for regulators 
and policymakers is the extent 
to which high-frequency trading 
amplifies risks, including  
systemic risk.

Asmallgroupofhigh-frequency algorithmic 
trading firmshaveinvestedheavilyin
technologytoleveragethenexusofhigh-
speedcommunications,mathematical
advances,trading,andhigh-speedcom-
puting.Bydoingso,theyareableto
completetradesatlightningspeeds.High-
frequencyalgorithmictradingstrategies
relyoncomputerizedquantitativemodels
thatidentifywhichtypeoffinancialinstru-
mentstobuyorsell(e.g.,stocks,options,
orfutures1),aswellasthequantity,price,
timing,andlocationofthetrades.These
so-calledblackboxesarecapableofread-
ingmarketdata,transmittingthousands
ofordermessagespersecondtoanex-
change,cancellingandreplacingorders
basedonchangingmarketconditions,
andcapturingpricediscrepancieswith
littleornohumanintervention.TheTABB
Group,afinancialmarketsresearchfirm,
estimatesthatalgorithmictradinginthe
U.S.equitiesmarketsgrewfrom30per-
centoftotalvolumein2005toabout
70percentin2009andthat2percent
ofthe20,000tradingfirmsintheU.S.
initiatethesetransactions.2Thesefirms
madeabout$21billioninprofitsduring
2008.3ManyofthemarebasedinChicago
andarestaffedbyformerfloortradersof
thecity’smajorexchanges—theChicago
MercantileExchangeandtheChicago
BoardofTrade(bothnowpartsofthe
CMEGroup)andtheChicagoBoard
OptionsExchange.

Inviewofthespeedsatwhichthesefirms
trade,someindustryexpertshaveex-
pressedconcernoverthepotentialfor
oneormoreblackboxesgoingberserk
andcausinghugelosses.Certainly,trad-
inglossesduetoerrorsareroutineinan
openoutcrytradingenvironment,and
numeroustradingerrorsinelectronic,
screen-basedtradingenvironmentshave
resultedinindividuallossesamounting
tohundredsofmillionsofdollars.Al-
thoughalgorithmictradingerrorshave
occurred,welikelyhavenotyetseenthe
fullbreadth,magnitude,andspeedwith
whichtheycanbegenerated.Further-
more,manysucherrorsmaybehidden
frompublicviewbecausealargenumber
ofhigh-frequencytradingfirmsarepri-
vatelyheld,relyonproprietarytechnol-
ogy,andhavenocustomers.

Whileblackboxesexecutetradeswith
littleornohumanintervention,their
operationisstillinhumanhands.For
example,humanbeingsdecidehowthese
toolsaredeveloped,programmed,and
tested;whentheyareturnedonandoff;
andwhohasaccesstothem.So,whatare
therisksassociatedwithhigh-frequency
trading,andhowaretheseriskscon-
trolled?InthisChicago Fed Letter,Iexamine
whyspeedisimportanttohigh-frequency
tradingstrategiesandhowtrading
firmsandexchangesincreasespeed
throughunfilteredsponsoredaccess



The high-frequency trading environment has the potential to 
generate errors and losses at a speed and magnitude far 
greater than that in a floor or screen-based trading environment.

andco-location.Idiscusstheadvantages
anddisadvantagesofspeed,whichre-
quirecarefulriskmanagement.Finally,
Iexplainhowpre-andpost-traderisk
controlshelpmanagetheserisks.

The importance of speed 

Amaingoalofhigh-frequencytrading
strategiesistoreducelatency,ordelays,
inplacing,filling,andconfirmingorcan-
cellingorders.Thisisimportantbecause
pricetakers—thosewhoplaceordersto
buyorsell—areexposedtomarketrisk
priortoreceivingconfirmationthattheir
ordershavebeenfilled.Pricemakers—

thosewhoproviderestingbids(buy
orders)andoffers(sellorders)orrespond
tobuyorsellorders—areexposedtothe
riskthattheirpriceswillremaininthe
marketatatimewhenthemarkethas
movedintheoppositedirectionof
theirstrategy.

Latencyismeasuredinmicroseconds
(millionthsofasecond)andhasvarious
components,includingspeedatwhich
marketdataandsignalsfromthemar-
ketplaceareprocessedandgeographi-
caldistanceandresponsetimefromthe
exchangematchingengine(acomputer
orcomputerswherethetradeismatched
andexecuted).Byreducinglatency,
high-frequencytradersareabletosend
theirbuyandsellorderstotheexchange
matchingengineatbreakneckspeeds
inthehopesofgettingtheirtrades
executedfirst.

Tofurthersatisfytradingfirms’desirefor
speed,therehavebeensomenewdevel-
opmentsinhowsomecustomersof
clearing membersandsomenonclearing 
memberssendtradestoanexchange.
Clearingmembersaremembersofan
exchangeclearinghouse,wheretrades
arematchedandsettled,andarereferred
toasbroker–dealersinthesecuritiesmar-
ketsandasfuturescommissionmerchants
(FCMs)inthefuturesmarkets.4Non-
clearingmembersarenotmembersof
theexchangeclearinghouseandmust

cleartheirtradesthroughclearingmem-
bers.Clearingmembersarefinancially
responsibleforthetradesoftheircus-
tomersandanynonclearingmembers
whocleartradesthroughthem,which
includeanycustomersofthosenon-
clearingmembers.

Atwo-tieredrisk-managementstructure
existstomonitorthecreditandtrading
risksthatclearingmembersposetothe
clearinghouseandthatcustomersand
nonclearingmembersposetotheclear-
ingmember,althoughtheextentof
oversightvariesacrossclearinghouses,

broker–dealers,andFCMs.Theclearing-
housemonitorsclearingmembers,re-
quiresthemtomeetstringentcapital
requirements,anddemandsmargin(col-
lateral)paymentsforpositionstheymain-
tain,includingcustomerandnonclearing
memberpositions.Clearinghousesalso
requireclearingmemberstocontribute
toaloss-sharingpoolthatismaintained
incaseoneormoreclearingmembers
becomeinsolvent.Someclearinghouses
alsoimposeadditionalassessmentson
clearingmembersifthelossesarising
fromadefaultingclearingmemberex-
ceedtheamountintheloss-sharingpool.
Together,thesemeasureshelpmitigate
thecreditriskthataclearingmember
posestotheclearinghouse.Inturn,clear-
ingmembersoverseecustomersand
nonclearingmembersbecauseofthe
creditandtradingriskstheyposeto
theclearingmember.

Unfiltered sponsored access and 
co-location

Clearingmembers’customersandnon-
clearingmemberstypicallysendtheiror-
derstotheexchangeusingtheclearing
members’tradinginfrastructure.Tocon-
troltheriskofpotentiallossesarising
fromthesetrades,theclearingmember
setspre-tradelimits,suchaspriceand
quantity,whichpreventtradesoutsidea
certainrangefrombeingexecuted.Rath-
erthanusingclearingmembers’trading

platforms,somecustomersofclearing
membersandsomenonclearingmem-
bersnowreducelatencybysending
theirtradesdirectlytotheexchange,
usingtheirownorvendor-provided
tradingplatforms.

Therearetwotypesofarrangements:
sponsoredaccessandunfilteredspon-
soredaccess.Sponsoredaccessallows
clearingmembers’customersandnon-
clearingmemberstoaccesstheexchange
matchingenginedirectlyandincludes
somepre-traderiskcontrols,suchasprice
andquantitylimits.Unfilteredsponsored
access—knownas“nakedaccess”inthe
equitiesmarketsandas“directmarket
access”inthefuturesmarkets—enables
customersofclearingmembersandnon-
clearingmemberstobypasspre-traderisk
controlsandtosendtradesdirectlytothe
matchingengine.Customersofclearing
membersandnonclearingmembersfind
itdesirabletohaveunfilteredsponsored
accessbecausepre-traderiskcontrols
slowtradesdownandincreaselatency.

Anotherdevelopmentinreducinglatency
isrelatedtohowcloseatradingfirm’s
serveristotheexchangematchingen-
gine.Itisestimatedthatforeach100miles
theserverislocatedawayfromthematch-
ingengine,1millisecond(thousandth
ofasecond)ofdelayisadded.Toreduce
thislatency,manyexchangesnowoffer
co-locationservices,whichallowtrading
firmstoplacetheirserversclosetothe
exchangematchingengine.Doingso
significantlyreducesthetimeittakes
toaccessthecentralorderbook,where
electronicinformationonquotesto
buyandsellaswellascurrentmarket
pricesarewarehoused.Italsodecreases
thetimeittakestotransmittradein-
structionsandexecutematchedtrades.
Co-locationservicesareofferedbynumer-
ousexchanges,includingNYSE(New
YorkStockExchange)Euronext,Eurex,
IntercontinentalExchange(ICE),and
theChicagoMercantileExchange.5

Advantages and disadvantages of 
speed

Manyfactorshavedriventheadoption
ofhigh-frequencyalgorithmictrading,
includingtheabilitytomorequickly
capturetradingopportunitiesandachieve
bestexecutionanddesiredbenchmark
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price.6Asignificantcatalystforthischange
wasthedecimalizationofU.S.capital
marketsin2000,whichresultedinthe
priceofstocksbeingquotedindecimals
(pennies)ratherthanfractionsofadol-
lar.Smallerticksizes—thesmallestincre-
mentbywhichthepriceofafinancial
instrumentcanmove—causedanexplo-
sioninmarketdatavolumes.Processing
suchhighvolumesbegantoexceedthe
dataassimilationcapabilitiesofhuman
traders,whereasmachineswereideally
suitedtohandlingthousandsofdata
pointspersecond.7

Thereisevidencethathigh-frequency
algorithmictradingalsohassomepositive
benefitsforinvestorsbynarrowing
spreads—thedifferencebetweentheprice
atwhichabuyeriswillingtopurchase
afinancialinstrumentandthepriceat
whichaselleriswillingtosellit—and
byincreasingliquidityateachdecimal
point.8However,amajorissueforregu-
latorsandpolicymakersistheextentto
whichhigh-frequencytrading,unfiltered
sponsoredaccess,andco-locationamplify
risks,includingsystemicrisk,byincreasing
thespeedatwhichtradingerrorsor
fraudulenttradescanoccur.RobertL.D.
Colby,formerdeputydirectorofthe
TradingandMarketsDivision,Securities
ExchangeCommission(SEC),saidthat
iftwominutespassfromthetimea
broker–dealerreceivesinformationon
thetradesthatwereexecutedbyacus-
tomerwithunfilteredsponsoredaccess,
hundredsofthousandsoftradesworth
billionsofdollarscouldtakeplace.9On
January13,2010,theSECproposeda
rulechangethatwouldpreventbroker–
dealersfromprovidingcustomerswithun-
filteredsponsoredaccesstoanexchange.10

Concernsoverablackboxgoingberserk
arisefromsomewell-knowntrading
errorsintheelectronictradingenviron-
ment.11Forexample,theDowJones
IndustrialAveragedropped100pointsin
2002whenaBearStearnstraderinad-
vertentlyenteredasellorderfor$4bil-
lioninsteadof$4million.Morethan
$600millionofthestockchangedhands
beforetheerrorwasdetected.12Similarly,
aMorganStanleytraderenteredanor-
dertobuy100,000sharesin2007,using
atoolwithabuilt-inmultiplierof1,000.
Theorderwasenteredas$10.8billion

insteadof$10.8million.Beforethebank
realizedthemistakeandcancelledthe
order,81.5millionsharestotaling
$875.3millionhadbeentraded.13

Sometimes,thesetradingerrorshavebeen
theresultoftheremovalofpre-traderisk
controlstodecreaselatency.Forexam-
ple,futuresbrokerMFGlobalsuffered
$141.5millioninlossesinFebruary2008,
whenaroguetraderinitiatedtransactions
duringoffhoursusingaterminalin-
tendedforthebusinessofmajorcus-
tomers.OnebreakdowninMFGlobal’s
internalrisksystemswastheremovalof
tradelimits,whichhadbeendoneto
increasetradingspeeds.14

Becausespeedisvastlyincreasedinan
algorithmictradingenvironment,partic-
ularlywhenunfilteredsponsoredaccess
andco-locationareinvolved,somemar-
ketparticipantshaveexpressedconcern
thattradingerrorsandlosseshavethe
potentialofbeingevengreaterthanthose
intheelectronic,screen-basedtrading
environment.Whileitisdifficulttoknow
ifsuchascenariowilleveroccur,wedo
knowtherehavebeeninstancesofhigh-
frequencytradingerrorsleadingtolosses.
Forexample,in2003aU.S.tradingfirm
becameinsolventin16secondswhenan
employeewhohadnoinvolvementwith
algorithmsswitchedoneon.Ittookthe
company47minutestorealizeithadgone
bustandtocallitsclearingbank,which
wasunawareofthesituation.15Inasep-
arateevent,theNYSErecentlyfined
CreditSuisseforanincidentin2007,when
atraderwhowasalsoaprogrammer
changedtheparametersonanalgorithm.
Thechangeresultedinamessageloop
thatsent600,000messagestothematch-
ingenginein20minutes,whichseverely
slowedmessagetrafficattheexchange.
TheNYSErejectedabout400,000of
thesemessages,butithasnotbeendis-
closediftheremaining200,000orders
resultedinanytradinglosses.16

Firmswithweakinternalcontrolsare
exposedtorisksrelatedtothespeedat
whichtradescanbeexecutedandthe
circumventionofpre-traderiskcontrols.
Moreover,becauseblackboxessome-
timestradewithotherblackboxes,an
erroneouspricefromonecouldimpact
thetradingstrategyofanother.

Pre- and post-trade risk controls

Pre-andpost-traderiskcontrolsexistat
variouslevelsofthetradingprocessto
preventandlimitlosses.Someexchanges
havepre-tradevolumeandpricelimits
thatstoptradesoutsideacertainquantity
orpricefrombeingexecuted.Others
havetradebustpoliciesthatcancelclearly
erroneoustrades.Awell-builtalgorithm
containsriskcontrols,suchaspriceand
quantitylimits.Broker–dealersandFCMs
areresponsibleforverifyingthefinancial
integrityandriskcontrolsoftheircustom-
ersandnonclearingmembers,whether
theyarefloor,screen-based,oralgorith-
mictraders.Asdiscussedearlier,clearing-
housesimposeriskcontrolsontheir
members.Moreover,someclearing-
houses,suchastheChicagoMercantile
Exchange,provideFCMswithnearreal-
timeinformationontheircustomers’
trades.Thispost-tradeinformationenables
FCMstomonitorcustomersandnon-
clearingmemberswithunfilteredspon-
soredaccessandtomakedecisionson
whethertoallowthemtocontinue
trading.Therefore,ofparamountim-
portanceisthespeedatwhichclearing
membersreceivepost-tradeinformation
fromtheclearinghouseandincorpo-
ratethisinformationintotheirrisk-
managementsystemssothaterroneous
tradescanbedetectedandstopped.Also,
clearingmembersneedanautomated
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meanstostoptrades,whichnotall
exchangesprovide.

Conclusion

Thehigh-frequencytradingenvironment
hasthepotentialtogenerateerrorsand
lossesataspeedandmagnitudefargreat-
erthanthatinafloororscreen-based
tradingenvironment.Inaddition,the
typesofrisk-managementtoolsemployed
bybroker–dealersandFCMs,their

customers,nonclearingmembers,ex-
changes,andclearinghousesvary;and
theirrobustnessforwithstandinglosses
fromhigh-frequencyalgorithmictrading
isuncertain.Becausetheselosseshave
thecapabilityofimpactingthefinancial
conditionsofthebroker–dealersand
FCMsandpossiblytheclearinghouses,
determiningandapplyingtheappropri-
atebalanceoffinancialandoperational
controlsiscrucial.

Moreover,issuesrelatedtoriskmanage-
mentofthesetechnology-dependent
tradingsystemsarenumerousandcom-
plexandcannotbeaddressedinisola-
tionwithindomesticfinancialmarkets.
Forexample,placinglimitsonhigh-
frequencyalgorithmictradingorrestrict-
ingunfilteredsponsoredaccessand
co-locationwithinonejurisdictionmight
onlydrivetradingfirmstoanotherjuris-
dictionwherecontrolsarelessstringent.


