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Advanced persistent threats (APT) — “a covert cyber-attack on a computer network where the attacker
gains and maintains unauthorized access to the targeted network and remains undetected for a
significant period.”?

Authentication as a service (authentication service providers) — provides “authentication and user
management services for applications.” It also provides “configurable user login pages (or widgets),
logout functionality, federated identities with social media accounts, user databases, and some degree
of user management.”?

Attack vector — “a way or method used by an attacker to obtain illegal access to a local or remote
network or computer.”3

Automated vulnerability scanning — when a tool is “configured to carry out scans at set intervals
automatically.” The tool can be configured to run periodically, e.g., hourly, daily, weekly, or monthly.*

Business as usual (BAU) — an “unchanging state of affairs despite difficulties or disturbances.”®

Business continuity planning (BCP) — “a document that outlines how a business will continue operating
during an unplanned disruption in service.”®

Network behavior anomaly detection (NBAD) — “the real-time monitoring of a network for any unusual
activity, trends, or events.””

Configuration management database (CMDB) — “a centralized repository that stores information on all
the significant entities” within an applicable IT environment.?

Cyberattack — “an attempt to gain illegal access to a computer or computer system for the purpose of
causing damage or harm.”®

Cyber-defense — “a computer network defense mechanism, which includes response to actions and
critical infrastructure protection and information assurance for organizations, government entities, and
other possible networks.”°

Distributed denial of service attacks (DDoS) — when “hackers have attempted to make a website or
computer unavailable by flooding or crashing the website with too much traffic.”!

Endpoint detection and response (EDR) — “an integrated endpoint security solution that combines real-
time endpoint monitoring and collection of endpoint data with rules-based automated response and
analysis capabilities.” 2

Endpoint security — “the practice of securing endpoints or entry points of end-user devices, such as
desktops, laptops, and mobile devices, from being exploited by malicious actors and campaigns.”*?
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Hacktivism — “computer hacking (as by infiltration and disruption of a network or website) done to

further the goals of political or social activism.”*

Intelligent bot — “a robot that functions as an intelligent machine, that is, it can be programmed to take

actions or make choices based on input from sensors.”*®

Malicious code — “unwanted files or programs that can cause harm to a computer or compromise data
stored on a computer. Various classifications of malicious code include viruses, worms, and Trojan

horses.”1¢

Malware - “software designed to interfere with a computer's normal functioning.”’

Penetration test — “test to check the security of a computer system through an externally connected
network, such as the Internet, and to detect vulnerabilities in the system and network while attempting
actual attack methods by hackers.”®

Phishing — a fraudulent communication aimed at soliciting sensitive information from an individual on
the internet.®

Ransomware — malware that demands payment from an individual for access to encrypted files.?°

Regression test — a practice that tests the functionality of an application following any code changes,
upgrades, or enhancements.?!

Sandbox - “an isolated environment on a network that mimics end-user operating environments.
Sandboxes are used to safely execute suspicious code without risking harm to the host device or

network.” %

Security operation center (SOC) — “a centralized function within an organization employing people,
processes, and technology to continuously monitor and improve an organization's security posture while
preventing, detecting, analyzing, and responding to cybersecurity incidents.” %

Security posture assessment — an evaluation of the security status of a system or network.?*

Significantly important financial institution (SIFI) — an financial institution that poses significant risk to
other entities or systems, if it were to fail, as determined and designated by regulators.?

Social engineering — (in an information security context) refers to deceitful tactics used to solicit
sensitive information from an individual for unauthorized purposes.?®

Spear-phishing — A scheme using electronic communications to improperly target or solicit individuals,
organizations, or business.?’

Static analysis security testing tool (SAST) — “a technique and class of solutions that performs

automated testing and analysis of program source code to identify security flaws in applications.”?®
Threat hunting — a real-time IT security drill aimed at identifying undetected cyber-attacks.?

Virtual desktop network — “preconfigured images of operating systems and applications in which the
desktop environment is separated from the physical device used to access it.”3°
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Vendor risk management — “the process of ensuring that the use of service providers and IT suppliers
does not create an unacceptable potential for business disruption or a negative impact on business
performance.”®!

Virtual private network (VPN) — “a method employing encryption to provide secure access to a remote
computer over the internet.” 32

Vulnerability management — procedures that assess and analyze weaknesses in a software system. 3
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