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Introduction and summary

At present, it is difficult to identify clear-cut guidance
for preventing and mitigating fraud in retail payments
in the United States.! Part of the difficulty stems from
the fact that the U.S. retail payment system has a decen-
tralized governance structure. The Board of Governors
of the Federal Reserve System and the Consumer
Financial Protection Bureau (CFPB) play an important
role in developing and implementing guidance to curb
retail payment fraud in the nation. However, in very
large part, fraud prevention and mitigation are the pri-
mary responsibilities of the numerous entities running
the various electronic and paper-based payment schemes
across the country. These schemes include those for
payments made via the automated clearinghouse (ACH)
system, payment cards (credit, debit, and prepaid cards),
and imaged and paper checks. Federal, state, and local
law enforcement agencies investigate instances of fraud,
identity theft, and data breaches related to retail pay-
ments, but not pursuant to any established overarch-
ing policies or goals set by a central authority for all
retail payments. Payment transactions, whether con-
ducted domestically or abroad, are at risk for fraud
orchestrated from anywhere in the world and, therefore,
might rightfully fall under the jurisdiction of foreign
authorities. Hence, international, federal, and state or
local agencies may be responsible for the regulation,
supervision, and investigation of retail payments, as
well as the enforcement of the laws and rules pertain-
ing to retail payment fraud.

Establishing specific, overarching governance
objectives for retail payments is becoming increasingly
important in light of the growing complexity of the
U.S. retail payment system. Setting up such objectives
is becoming particularly vital as far as transaction secu-
rity is concerned. Over the years, more and more non-
bank firms (such as retailers and technology firms) have
entered the payments market, competing with banks,
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which are regulated and supervised differently. Addi-
tionally, many seemingly simple payment transactions
nowadays actually represent the interests of as many
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as a dozen parties.” Given these two factors, the deter-
mination of who has responsibility or liability for
which specific payment-related activity can easily
become obscured.

Further, the United States lacks a uniform set
of consumer disclosures, error resolution techniques,
and liability allocation structures for retail payments.
Hence, determining who’s responsible or liable can
be quite difficult in instances of payment fraud. When
payment fraud occurs, liability must be clearly assigned
so that end-users of the payment system (such as con-
sumers and merchants) are made whole and so that
their trust in the overall architecture and integrity of
the system is maintained. Processing retail payment
transactions is quite complex, often involving multi-
ple points of access to the payment system, many of
which criminals can manipulate to commit fraud. It is
important to determine which party in the transaction
processing chain is responsible for handling fraud events,
and it is vital for the rights and responsibilities of all
the parties along the chain to be clearly defined. Ideally,
fraud events should be managed by the parties (both
banks and nonbanks) that are in the best position to stop
them from occurring or can best mitigate them when
they do occur. And, of course, the criminals directly
responsible for the fraud should be held liable when-
ever possible. Unfortunately, in most cases, perpetrators
are not found quickly, if at all, and it can be difficult to
bring charges against them. As a consequence, atten-
tion shifts to various legitimate participants involved
in carrying out the payment transaction in order to
determine fraud liability.

In this article, we explain the governance structure
of retail payments in the United States. We then provide
an overview of payment fraud. Following that, we
discuss in depth the liability frameworks for fraud in-
volving specific payment methods (check, ACH, and
payment cards). Some of our analysis is derived from
extensive interviews with experts in the payments in-
dustry.? Finally, we suggest a series of recommendations
that describe how the public sector might work together
with private organizations in the payments industry to
clarify fraud liability.

Governance structure of
U.S. retail payments

The United States currently has no overarching
regulatory body or industry association that oversees
all retail payments. When checks and paper currency
were the dominant methods of payment, the Federal
Reserve System played a central role in governing
retail payments. But today, following the rise of vari-
ous electronic forms of payment, specific governance
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objectives for the payment system as a whole are
largely undefined. While several federal agencies are
involved with retail payments in some way, across-
the-board objectives governing these payments often
do not reach a high level of specificity. For example,
at this point, there is no government mandate to de-
termine who would have primary responsibility for
defining and enforcing security measures for all U.S.
retail payments.

A variety of federal agencies—including the Federal
Reserve System,*the CFPB, the U.S. Department of
Justice, the Federal Bureau of Investigation (FBI),
and the U.S. Secret Service—as well as state agencies
have some purview over payment policy and payment
fraud issues. Both banks and nonbank institutions act
as payment providers in the United States, and a variety
of U.S. laws and regulations apply to their activities.
For example, certain nonbanks in markets for consumer
financial products and services may be determined by
the CFPB to be “larger participants” and, therefore,
be subject to its direct supervision.’ Other nonbanks
operating under state money transmitter licenses are
subject to state agency supervision. There are also a
variety of state laws that address consumer rights in
instances of identity theft or data breaches.®

Still, by and large, the retail payments industry
in the United States is self-governing and balkanized.
Each payment scheme operates on a competitive plat-
form with its own set of practices and procedures.’
Because there is no overarching regulatory body or
industry association responsible for all retail payments
in the United States, when payment system security
questions arise, industry players will consult payment
scheme owners, such as NACHAS (which administrates
the ACH network), or other industry-sponsored groups,
such as the Accredited Standards Committee X9
Incorporated (ASC X9 Inc.), ECCHO (Electronic
Check Clearing House Organization), and the PCI
(Payment Card Industry) Security Standards Council
(see appendix 1 for details). All of these groups oper-
ate independently (although the public sector, including
the Federal Reserve System, is significantly involved
in many of them). So, when it comes to fraud and security
standards, the industry itself makes most of the rules,
but without the broad consensus that an overarching
organization from either the public sector or private
sector might achieve.

An overview of payment fraud

Payment fraud, which is manifested in a variety
of ways, can be broadly defined as any activity that uses
confidential personal (or financial) information for unlaw-
ful gain, including criminals initiating transactions
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without the consent or authorization of the payer.
Specifically, such activities include counterfeiting,
deception, altering payment instruments, hacking,
and data interception. Payment fraud can happen at
any point along the transaction processing chain.

Over the years, the transaction processing chain has
become increasingly complex as new players (mostly
nonbank firms) have entered the payments market and
as new payment products and services have quickly
gained popularity; most transactions nowadays often
involve multiple parties, including third-party vendors
and processors. More specifically, new physical forms
to complete electronic payments have emerged and
gained traction in recent years—for instance, some
consumers can now use contactless cards (payment
cards that use chip technology to allow for tap-and-
go payments) and mobile devices to complete their
transactions. Also, electronic payments can now be
made at many more venues—for example, nonbank
financial centers (including check cashers and retail
stores), vending machines, and taxis. Indeed, a rapidly
increasing number of payees are accepting electronic
forms of payment, and these payments are often facil-
itated by nonbank firms, many of which have no prior
experience in providing or securing payment services.

As emerging payment channels (such as online
and mobile payments) substitute more and more for
legacy payment methods (such as paper checks), finan-
cial institutions are naturally shifting the emphasis of
their fraud prevention and mitigation strategies to the
new channels. For example, in 2011, Aite Group re-
searchers conducted interviews with financial institu-
tion officials and found that technology investments
for fraud prevention and mitigation were being shifted
toward business units for online and mobile payment
channels (see figure 1).

Moreover, as the new payment channels have
become more popular, the number of access points
along the payment chain have grown markedly, giving
fraudsters more opportunities to commit crimes and
increasing the security challenges for all legitimate
participants. Payment fraud is constantly evolving as
criminals discover new ways to thwart the efforts of
financial institutions and other interested parties to
protect transaction data. Indeed, the techniques em-
ployed by fraudsters are numerous and are adapted to
overcome new protection measures; we discuss some
of the techniques that pose threats to electronic pay-
ments in box 1.

Many of the access points exploited to commit
fraud are not controlled by the institutions (mostly
banks) that hold the underlying funds, even though
these institutions may be ultimately liable for the fraud
losses that occur. The majority of the current laws and
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Payment channel with highest priority for fraud
prevention technology investment

Online/mobile
25

Check
13

Debit
17
Commercial
online )
41 Credit card

4

Notes: This figure is based on the Aite Group researchers’ interviews
with officials from 32 North American financial institutions over the
period August through October 2011. The pie chart slices represent
the percentages of financial institutions surveyed that cited the
particular channel as their highest priority for fraud prevention
technology investment.

Source: Aite Group.

regulations covering payment fraud refer to the insti-
tutions that guarantee or issue the funds—namely, banks.
Thus, the incentives to properly secure transactional
information for individual customers and nonbank
firms facilitating retail payments may be obscured.
In other words, given the liability frameworks at present,
individual customers and nonbanks are not always liable
for fraud occurring on their watch, so they may not
be taking adequate measures to reduce payment fraud.
Because payment practices are changing faster
than the laws and regulations that govern them, the
assignation of liability when fraud occurs is quite com-
plicated in the current payments landscape. Collabora-
tion within and among both banks and nonbank firms
is necessary for successful payment fraud management,
since security is so expensive to achieve and maintain.
In order to be effective, efforts to prevent and mitigate
payment fraud need to involve all parties “touching”
the payment transactions. Additionally, the incentives
of the parties to act optimally to ensure the security of
the transaction (data) must be properly aligned with
those of one other. As we will explain, the laws and
regulations for retail payments differ greatly depend-
ing on the type of payment used, the method of pro-
cessing the payment, and other factors; therefore, it
is yet unclear if incentives for fraud prevention and
mitigation are adequate for all parties involved in
each transaction.
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Here we discuss some of the threats to electronic
payments. More specifically, we explain some of the
techniques used to commit payment-related cyber-
crime, as well as cybercrime that indirectly affects
financial services.

Hacking

Hacking is accessing information assets without
proper authorization by thwarting security mechanisms.
Hacking is usually conducted remotely and anony-
mously. The most well-known hacking incidents of
late have involved the exploitation of default or easily
guessable credentials; the use of stolen login creden-
tials; brute force (for example, attacks that systematically
try every possible combination of letters, numbers,
and symbols until the correct combination grants
access); “dictionary attacks,” or strategies involving
systematically entering every word in a dictionary as
a password to access password-protected servers or
encrypted information; and the exploitation of insuf-
ficient authentication protocols. Over the past few years,
two of the most prominent payment-related hacking
events occurred at Global Payments—an electronic
transaction processor used by Visa and MasterCard—
and at Citigroup.' Additionally, two breaches occurred
in late 2012 and early 2013 (one at India-based card
processor ElectraCard Services), leading to $45 million
in stolen funds from automated teller machines (ATMs)
around the world; the breaches were made to raise
the balances and withdrawal limits on prepaid cards
used in the theft (Nair and Dye, 2013). Prior to all of
those events, the RBS WorldPay breach resulted in a
number of prepaid payroll cards being compromised
in 2008. These cards were used to obtain $9 million
in cash in one day from ATMs located in several
dozen cities around the world (Krebs, 2009a).

Malware

Of the 44 million records compromised through
the 621 confirmed data breaches in 2012, 40 percent
were due at least in part to malware, or malicious soft-
ware (Verizon RISK Team, 2013, pp. 11, 29). Malware
is designed and used for the purpose of compromis-
ing or harming information assets without the owner’s
informed consent. Malware attacks are designed to run
covertly. Examples of malware are computer viruses,
Trojan horses, and spyware. Malware is no longer sim-
ply used to gain a point of entry for hacking; rather, it
also often serves as a means to remain in control after
gaining access to a computer system, especially for
financially motivated crimes. Pathways for malware
infection include the following: installation or injection
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by remote attacker; targeted email with an infected
attachment; web-based automatically executed “drive-
by”” download; and user-executed download (for exam-
ple, from an advertisement on a legitimate website).

Once in the system, malware performs a variety
of harmful activities, each serving one or more of
three basic purposes: to enable or prolong access while
disguising its presence; to harvest data of interest; and
to further the attack in another manner. Increasing uses
of malware include the following: logging keystrokes
(and other user inputs); sending victims’ data to external
locations either in real time or in batches using en-
crypted channels of communications; and bypassing
normal authentication/security mechanisms to con-
trol systems remotely.

One quite complex form of malware-related cyber-
crime committed against financial firms has been
dubbed by some experts as “Operation High Roller.”
In this type of attack, large amounts of money are
siphoned from high-balance accounts with no human
action required. Servers are programmed to automate
the thefts through wire transactions from special-
purpose commercial and investment accounts. Specific
strategies using this form of attack have emerged in
the European Union (EU), Latin America, and the
United States; the attacks have been altered from fo-
cusing on the accounts of individual retail customers
to business accounts. Financial institutions of all sizes—
from the largest banks to the smallest credit unions—
have been targeted. Most malware attacks rely on
social engineering (that is, human manipulation of
people for them to break normal security procedures
or divulge confidential information), as well as on
remote technical manipulation, to succeed. However,
the Operation High Roller attacks are completely
automated from start to finish and are able to bypass
even multifactor authentication systems.? Such
attacks were developed specifically to thwart bank-
fraud-detection standards (for example, by making
only one transaction per account and never exceed-
ing the dollar transfer limits that trigger suspicion)
at even the most sophisticated and well-resourced
institutions (Marcus and Sherstobitoff, 2012).

Indirect effects of cybercrime

There are many examples of electronic malfeasance
that are not related to payments per se. They include
advanced malware such as Flame (a cyberespionage
program)® or Stuxnet (a cyberweapon designed to
destroy other software and computer systems). Although
these two pieces of software may not be necessarily
linked directly to financial fraud, variants based on
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BOX 1 (conTINUED)

them and other advanced malware can unquestion-
ably affect the integrity of retail payment systems.
Using these variants and other cyberweapons, organized
groups all over the globe can conduct cyberattacks
that affect payments, even if they are not necessarily
motivated solely by monetary gain.

For example, in September 2012, cyberattacks
on some of the largest banks challenged their com-
puter defenses in the first documented large-scale
“distributed denial-of-service” (DDoS) attacks (Strohm
and Engleman, 2012). These attacks flooded bank
websites with Internet traffic, rendering them unreach-
able by their customers for various lengths of time.
Such attacks can have adverse effects on payments,
even if no payment-specific data are compromised
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or bank account funds are stolen, since consumers
and businesses are unable to access their accounts
online to pay bills or make purchases.

'For more information on payment card data breaches, see
appendix 2. Also see Cheney et al. (2012).

*Multifactor authentication is an approach to validating the
user by requiring the presentation of two or more authentica-
tion factors: a knowledge factor (something the user knows,
for example, a password or personal identification number),
a possession factor (something the user has, for example,

a payment card or mobile phone), and an inherence factor
(something the user is, for example, a user’s biometric
characteristic, such as a fingerprint or voiceprint).

3Flame provides the attacker remote access to an infected com-
puter with control of many of its functions, such as its micro-
phone and webcam. For further details, see Zetter (2012).

Who is liable for losses from
payment fraud?

Fraud reduces the efficiency of the payment system
because it degrades operational performance and in-
creases costs—not only for the parties whose payments
are compromised but also for everyone participating
in the system.” When executed successfully, payment
fraud can lead to adverse consequences for participants
at different points along the transaction processing chain.
For instance, when a criminal steals a payment card and
uses it (or its information) to purchase an item, the
legitimate cardholder’s liability for the fraudulent
transaction is limited by statute or regulation. However,
participants further down the payment chain—such as
the card-issuing bank or a merchant—are often likely
to incur losses for such fraudulent transactions.!?

Table 1 outlines several different types of fraud,
as well as some potential strategies for preventing and
mitigating them. These strategies include know-your-
customer (KYC) protocols, fraud reviews, anti-money-
laundering (AML) rules, the Bank Secrecy Act (BSA)"!
and Office of Foreign Assets Control (OFAC)" require-
ments, and suspicious activity reports (SARs), which
are made to the U.S. Department of the Treasury’s
Financial Crimes Enforcement Network (FinCEN).
These strategies can be used to attempt to prevent fraud
before it happens or to lessen the impacts of fraud when
it does occur, and they are primarily focused on or
applicable to regulated financial institutions (banks)
as opposed to nonbank participants in the payment chain.
This emphasis makes sense because, as we have men-
tioned before, the majority of the laws and regulations
covering payment fraud refer to the institutions that
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guarantee or issue the funds—that is, banks. Moreover,
as we will see later, ultimate liability for making cus-
tomers (individuals and businesses) whole when payment
fraud occurs often lies with these institutions as well.
The safeguards outlined in table 1 help financial
institutions, merchants, and others along the payment
chain manage their payment fraud risk. However, when
fraud does occur, liability must be assessed and losses
allocated. Ideally, the party with the most control over
fraud prevention and mitigation would also be the one
that bears the most liability and absorbs the highest loss.
However, we find that in reality, payment fraud liability
is much more complicated. A discussion of liability
issues for different types of payment fraud follows.

Check fraud liability

Most consumers and businesses are aware of
how check fraud has taken place historically. Forgery
of checks and “passing bad checks” are well-known
concepts. The 2013 AFP Payments Fraud and Control
Survey (which mostly reports on payment fraud for
corporations such as large merchants, as opposed to
financial institutions) finds that checks are the pay-
ment type most often targeted by fraudsters. Among
the surveyed firms, 87 percent of them experienced
attempted or actual check fraud in 2012 (compared with
27 percent that experienced ACH debit fraud and
29 percent that experienced corporate and commer-
cial payment card fraud). Moreover, 69 percent of
the surveyed firms that suffered losses as result of
payment fraud stated that they did so primarily on
account of check fraud (Association for Financial
Professionals, 2013, pp. 5, 9).
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Types of fraud and related prevention and mitigation strategies

Type of fraud Prevention and mitigation strategies

Automated clearinghouse (ACH) debit fraud: * Protect privacy of customer demand deposit account (DDA) data
Unauthorized ACH entries resulting in losses » Offer positive pay? and debit blocks®

to the receiving bank (that is, the receiving * Respond to unauthorized transactions in a timely matter

depository financial institution, or RDFI) and/or
its corporate customers

ACH debit fraud: Unauthorized ACH entries * Perform due diligence on prospective ACH originator before allowing
resulting in losses to the originating bank ACH initiation

(that is, originating depository financial institution, * Perform risk-based review of originator’s authorization forms and processes
or ODFI) ¢ Monitor ACH returne rates of originator and third party

Check fraud: Check kiting from accounts with * Monitor accounts for suspicious activity

insufficient funds ¢ Clear items quickly or immediately

Check fraud: Counterfeit or unauthorized * Perform due diligence on all customers depositing RCCs

remotely created checks (RCCs)? deposited

Check fraud: Dual presentment/deposit of a Audit customers before opening DDAs
remotely deposited check results in loss from Train frontline staff to recognize suspicious activity
insufficient funds ¢ Monitor customer behavior and flag suspicious items
* Perform manual review and delay posting on all suspected items above
a certain dollar threshold

Payment card fraud: Legitimate cards stolen * Monitor accounts for unusual activity and immediately contact cardholders
and used to make illegitimate transactions to verify transactions
* Educate customers on their rights and responsibilities and emphasize
the importance of monitoring statements

Payment card fraud: Identity or card information * Monitor accounts for suspicious activity
stolen and used to create counterfeit cards * Monitor automated teller machines and encourage merchants to monitor
point-of-sale terminals for skimming® devices
¢ Educate consumers on their rights and responsibilities

Wire transfer fraud: Information stolen and ¢ Educate customers about phishing’ and methods of data protection
used to initiate unauthorized wire transfers Monitor online banking portals for unauthorized access

Establish and maintain processes, such as callbacks, to identify and
stop fraudulent transactions

aACH positive pay is a fraud detection service; it lets customers safeguard against fraudulent activity by filtering or blocking unauthorized ACH
transactions according to criteria set by the customers (usually firms).

"Debit blocks refer to the practice of disallowing regular ACH debits without specific advance permission from the payer.

°ACH returns are ACH debits returned to the ODFI (either unpaid or for a refund) by the RDFI for any reason (including insufficient funds, an
incorrect bank account number, and lack of authorization per the payer).

9Remotely created checks are checks that do not bear the signature of a person on whose account the checks are drawn; instead of the
signature, RCCs bear the account holder’s printed or typed name or a statement of the account holder’s authorization of the checks; for more
details, see http:/ithandbook.ffiec.gov/it-booklets/retail-payment-systems/payment-instruments,-clearing,-and-settlement/check-based-payments/
remotely-created-checks.aspx.

¢A skimming device is one that is mounted to an automated teller machine or point-of-sale machine to copy encoded data from the magnetic
stripe on the back of a payment card; for more information on skimming, see www.spamlaws.com/online-credit-card-fraud.html.

'A phishing attack uses randomly distributed emails to attempt to trick recipients into disclosing personal information, such as account numbers,
passwords, or Social Security numbers; for more information on phishing, see www.spamlaws.com/online-credit-card-fraud.html.

Notes: This table should not be interpreted as being a comprehensive list of the appropriate processes to prevent and mitigate various forms

of fraud but rather as a brief introduction to some of the important means that are currently in use. Some of the content in this table was adapted
from information from The Clearing House.

Undoubtedly, vigilance to prevent or mitigate check  $11 billion in actual losses and expenses incurred

fraud remains a high priority for overall fraud preven- to avoid losses in 2010. That figure was just below
tion because the stolen amounts are sizable. According the $11.4 billion figure recorded for 2008."* In the

to the American Bankers Association’s 2011 Deposit Minneapolis Fed’s 2012 Payments Fraud Survey,
Account Fraud Survey, 73 percent of banks reported 43 percent of its financial institution respondents that

that they suffered check fraud losses totaling approxi- faced attempted payment fraud in 2011 reported checks
mately $893 million in 2010. However, attempted check among the top three payment types with the highest num-
fraud against bank deposit accounts resulted in around ber of fraud attempts; the financial institutions surveyed
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were mostly small banks, with 2011 revenues under
$50 million (Federal Reserve Bank of Minneapolis,
Payments Information and Outreach Office, 2012,
pp. 5, 9).

Thus, from these surveys, it is clear that checks
today remain vulnerable to fraud. However, the accel-
eration of clearing time as a result of Check 21 legis-
lation,'* which facilitates check truncation (digital
conversion) and the processing of check information
electronically, has greatly reduced check exceptions
(that is, checks requiring special handling to be pro-
cessed) and enabled institutions to remediate fraudu-
lent transactions in an expedited fashion. According
to a recent Federal Reserve study, only 6 million im-
aged checks in 2009—about 0.04 percent of all im-
aged checks that year—were exceptions; poor image
quality and data mismatching were the main reasons
reported for the exceptions (Federal Reserve System,
2011, pp. 12—13). Also, only 2 percent of organizations
that converted checks electronically reported that the
check conversion service was used for fraud, according
to the Association for Financial Professionals (2012, p. 3).

While the check market has experienced a rapid
transformation from paper processing to electronic
processing, the underlying structure of the parties in
each transaction remains much the same: Each check
transaction includes a drawer (the person who writes
the check), the payee (the person to whom the check
is payable), the drawee (the bank that maintains the
funds on which the check is drawn), and the deposi-
tory bank (the first bank to receive a check for collec-
tion). Check fraud is different from other payment
fraud because primary liability for check fraud is as-
signed to the party that pays, as opposed to the party
expecting or initiating the payment, unlike, for exam-
ple, with payment card fraud. Generally speaking, in
the case of check fraud, consumers are not exempt
from liability; their accountability for check fraud is
in sharp contrast with their lack of liability for most
types of payment card fraud (on account of the “zero
liability” policies offered to them by card issuers).

The Uniform Commercial Code (UCC)" assigns
liability for check fraud and defines responsibilities
for check issuers and paying banks under the term
“ordinary care” (that is, following reasonable prevail-
ing commercial standards). UCC articles 3 and 4
were written to assign liability to the bank that should
have been able to prevent the check fraud at the low-
est cost. In general, the UCC states that a drawee
bank is liable for fraud claims involving the drawer’s
signature on the face of a check and that a depository
bank is liable for fraud claims involving the payee’s
endorsement on the back of the check. Under sections
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3-403(a) and 4-401(a) of UCC articles 3 and 4, respec-
tively, a bank can charge items against a customer’s
account only if they are “properly payable” and the
check is signed by an authorized individual. However,
if a signature is forged, the customer may be liable
for fraud losses under a variety of exceptions, includ-
ing the followi