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_ (i
Introduction

 Authentication
— Eliminates / reduces fraud & repudiation

— PCI effect
— Chip card impact — migration to CNP

Most authenticated transactions?

The Infrastructure for authentication exists!
Every transaction could be authenticated
Alternative payment brands use it

Secure Remote Payment Council - launch




(i
3D Secure — What is 1t?

« Authentication protocol — technology neutral
* Centers responsibility — issuers

* Benefits
— Lower fraud & repudiation

— Issuers — KYC / authenticate Customers / protect their
brand / Durbin — revenue source

— Consumers - confidence / safer transactions
— Merchants
 Fraud liability shift — chargeback protection
* Lower interchange = 20 bps
 How many brands license the protocol?

NWW,CQlI din(l!(:()mmer(:e.(’()m 4




3D Secure Brands e

Verified by MasterCard.
VISA SecureCode

. AMERICAN EXPRESS Union Pay
SafeKey,. ERIR

ProtectBuy

www.cardinalcommerce.com 5



New Technology Challenges

* |Sssuer systems

« Centralized directory servers

* Merchant integrations — complex
« Consumer education

* User interface — rough
— Pop-up windows
— Limited messaging
— Inflexible presentation
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(e
Progress
* International growth strong
— Europe
— APAC
— USA...not so much

« Brand mandates — Maestro — 600 million

« Governmental / regulatory mandates
— Reserve Bank of India
— APAC - Australia, Japan and New Zealand
— Brazil
— Others in process




(i
3D Secure - Demo

@ g e http:/f'www.eclipsewheel.com :;1 44| X L~

CENTINEL RIMS
CHROME

* 18X7.5

* 20X8.5

* 22X9.5
* 24X10

PRICE:$159.99

w QUANTITY

© Copyright ol Rights Reserved 2011 Ecipse Atermarket Group, Inc. + ske design by: isteweb.com
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(i
3D Secure - Demo

g . v | € http/rww.eclipsewheel.com

Part Price Quantity Subtotal
Centinel Rims $159.99 4 $639.96 1

Subtotal: $639.96

Total: $639.96

L3

< Continue Shopping Checkout >

© Copyright ol Rights Reserved 2011 Fclipse Atermarket Group, Inc, « site design by: slteweb com
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3D Secure - Demo

Q ;v | € http/ivww.eclipsewheel.com by || X L2~

(* = Required)
8ill To Informaton Shipping Information

Company Name
y ® Same as biling

Titde ' nane
() Use the shipping address below

First Name® John Address 1*

Last Name® \\iison Address 2

Middle Name
City*

Zip/Postal Code*

Address 1* 7575 Tyler St

Address 2
Country*

oy State/ProvinceReglon®  Alabama
Zip/Postal Code*
Country®  United States
StateProvinceRegion®
Phone® 1234567860
Mobile phone 1230087654

Fax

JohnRemail com

© Copyright o Rights Reserved 2011 Ecipse Atermarket Group, Inc. » ske design by; iskteweb com
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3D Secure - Demo

Checkout

Part Price Quantity Subtotal

Centinel Rims $159.99 & $629.96

Billing Address Confirm your order information and proceed with your payment information.

;ggg %:lefwgt Credit Card Payment Your carg may be ellgible or envolied In
Mentor, OH 44060 Cridit Card Type: | Mastercara ) e bt M
e . [ Foprre e ey
Shipping Address Card Number: oo e ol ous b,

@ Same as billing Card Code: 637

0 . YR, e MasterCard  Veri
O Add new shipping Expiration Date: 06 4% (2012 %) v
address

aro more acn mare

(submit) [y

Click Submit to complete your purchase.

© Copyright of Rights Reserved 2011 Eclipse Atermarket Group, Inc, « site design by: sitewsb.com
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3D Secure - Demo

)

@ v | € fitpliwww aclipsewheel.com [ #511X

Checkout
Part Price Quantity Subtotal Total

Centinel Rims 59.88 4 $639.9¢ $639.96

_com mqnmm;l;egmnm mej;ngg

John Wils
72‘_:'5 Tyll:(',‘-'q Credit Carg Payment

YOur Carg may b= elgnie or ensoded In
Mentor, OH 44060

Verified by Visa or MagtarCard®
SeawreCode™ payer autnenticaton

- — programs. After cloking the 'Suom
Name Cn Card dehin Wlzzir Ovder pution, your Tans Issusr may
prompt you Tor your payer authentication
passa0md to compiels your purchass

Cndit Card Type MasterCard

Shipping Address Card Number: OO0
= Same as billing Card Code:

) Add new hipping Expaation Date:

address

_Sub'v it

~3
Click Submit to complete your purchase.

© Copyrght of lignts Remerwed JO11 Folpne Afermartat Graip, Inc. o dbe dmggn by Bvmmts Lor

www.cardinalcommerce.com
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3D Secure - Demo

www, CQl dlﬂ(]l(:()fﬂlnf—‘(( e.com

(,LM PSE

e L —— ——

Sl

fw@

MasterCard

Your Bank$ |

1]

Added Protection

Please submit your MasterCard® SecureCode™ password

Merchant: Ecipse Wheels
Amount: $630.98
Date: 11-15-2010
Card Number: souor_souor_ooor_2054
Personal Message: MasterCard® SecureCode™

User Name: JohnShopper

Password:

New User / Forgot your password?
{ Submit

© Copyright ol Rights Reserved 2011 Eclipse Atermarket Group, Inc.

ste design by: iskteweb com
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3D Secure - Demo

Part

Centinel Rims

Billing Address
John Wilson

7575 Tyler St
Mentor, OH 44060

Shipping Address
@ Same as billing

() Add new shipping
address

MasterCard

Your Bank $

Added Protection

Please submit your MasterCard® SecureCode™ password:

Merchant: Ecipse Wheels
Amount: $630.98
Date: 11-15-2010
Card Number: jouor_souox_souor_2054
Personal Message: MasterCard® SecureCode™
User Name: JohnShopper

Password:
New User / Forgot your password?

[ Submit

+ 100%

v

lent information.

ay be elgbie or enrolied In

53 or MasterCard®

E™ payer autnentication

fier clicking the 'Submit

In, your Card Issuer may

for your payer autnentication
complete your purchase

rd ferified by

VISA
aomore

( Submit )

Click Submit to complete your purchase.

© Copyright o Rights Reserved 2011 Ecipse Atermarket Group, Inc. » site design by; isktewsb.com
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(i
3D Secure - Demo

v Flexible messaging — merchant
sensitive
v Inline user presentation v. Pop-ups
v' Enabling options
v' Geography
v' Brand
v Risk based
v Activation by consumer / choices

preferred integration method

www. cardinalcommerce.com 15



3D Secure - Demo GCOMMERCE

Q . v | € nttpiiwww.eclipsewheel.com

(€cuipse

Your Card is Enrolled in
MasterCard® SecureCode™

For added security purposes for our shoppers, Eclipse
offers MasterCard® SecureCode™. We recommend that
you authenticate yourseif with your financial institution in
order for us to provide you with the saffest and secure
shopping experience. All information communicated below
is strictly between you and your bank.

MasterCard Your Bank $

Added Protection

Please submit your MasterCard® SecureCode™ password:

Merchant: Eciipse Wheels
Amount: $630.06
Date: 11-15-2010
Card Number: souor_sovor_sovo:_2054
Personal Message: MasterCard® SecureCode™
User Name: JohnShopper

Password:
New User / Forgot your password?

([ Submit

16
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(i
3D Secure - Demo

Order Summary

Your fransaction completed successfully. Your order will be shipped immediately

Part Price Quantity Subtotal

Centinel Rims $159.99 B $639.96

© Copyright o Rights Reserved 2011 Ecipse Atermarket Group, Inc. + ste design by: iskteweb.com
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(i
SRPc - Launch

« Early 2012
 Debit networks

 Merchants / Merchant service providers

« Secure PIN Pad
— Credentials — alpha / numeric
— Card / payment - information
* Location / Position / Algorithm

e Supports
— Mobile
— PC / laptop

Ail%emet&dewee&(tablets and other devices) s

Private and Confidential
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e e Al it/ fwwew. YourBookStore.com P~ X a YourBookStore.com

M- v [] = w Page~v Safetyv Tools~ i@~ N [N]

I

Your Book STO

View Cart | CrEckour

-BANKNAME-

Confirmation Message:
| went to JFK High School and
John Hopkins University

www.cardinalcommerce.com Private and Confidential




Cardinal Authenticated PIN Pad - CAPP (Cooromat

e e Al it/ fwwew. YourBookStore.com P~ X a YourBookStore.com

& - > [ @a v Page~ Safety v Tools~ .@.v@@

Your BookSToREE#S aelo

View Cart | CrEckour

-BANKNAME-

Confirmation Message:
| went to JFK High School and
John Hopkins University

& -#
é'*

www.cardinalcommerce.com Private and Confidential



http://www.sportslogos.net/logo.php?id=2ioheczrkmc2ibc42c9r
http://www.sportslogos.net/logo.php?id=wnyd2zhh84f50ux4uxyqbktbh
http://www.sportslogos.net/logo.php?id=2ioheczrkmc2ibc42c9r
http://www.sportslogos.net/logo.php?id=wnyd2zhh84f50ux4uxyqbktbh
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e e Al it/ fwwew. YourBookStore.com P~ X a YourBookStore.com

M- v [] = w Page~v Safetyv Tools~ i@~ N [N]

— i

Your Book STO

View Cart | CrEckour

-BANKNAME-

Confirmation Message:
| went to JFK High School and
John Hopkins University

www.cardinalcommerce.com Private and Confidential




e
Next Steps

* Add authentication!
* Questions & Answers

www.cardinalcommerce.com 22
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