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VeriFone

The leading global provider of technology that enables secure
electronic payment transactions

A VeriFone Systems, Inc. (““VeriFone™), NYSE: PAY
3 Founded in 1981
A 2,500 staff

A $1 billion Revenue in FY2010

3 Active in over 110 countries
3 No. 1 or No. 2 share in all our markets

A Systems installed in over 20 million locations globally
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The Transformation of “Pa_yments”

Point of Sale Point of Interaction

¢ One-Way Communication « Two-Way Dialogue
« Simplistic e Complex
« Anonymous e Personal
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The Transformation of “Pa_yments”

Point of Interaction

Point of “Intelligent checkout™

+ Knows who you are (opt in)
+ Know where you are

+ Knows your coupons

+ |s trusted, safe, secure

+ Single User Interface

+ Clean Seamless Experience

= Intelligent Checkout
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Who Wants In?
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. Mobile Drives the need for Intelligent Checkout
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The Sales Funnel of the Future Converges at POS

Sales Funnel

: Awareness/Histor
Consumer Marketing o 1l

Consideration/Evaluation
Search

. . Preference
Social Media

_ Shopping
Coupons / In-Store Marketing

: Purchase
Alternative Payment

Intelligent

o

Loyalty
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The POS Is Beach Front Property....

VeriFone already has the real estate at checkout and the strong
relationships with retailers.
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Understanding the Architecture

Payment Processor
NFC Service Host

.b\ Cloud-Connect
\ API

POS H\W & Retailer
Application System

UJI‘W—

Wallet Application &
NFC Firmware
w

ﬂﬁ‘:ﬂ Discover Zip

)))) @ Partner v1 Mx Connect TIM

; Open-Media
\ Spec Forms-Agent

L SoftPay Connect

SIM @

Gateway

TMS
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Understanding the Architecture and management Challeng_es

Payment Processor
Wallet Application & . POS H\W & Retailer
NFC Firmware . - .
Secure Element Application System
NFC Service Host
" - P —
@D' 7 L SoftPay Connect ——=
o iscover Zip ¢\ Cloud-Connect
SIM ( y
= T {:} @ AP
)))) @ Partner vi Mx Connect TIM

& Open-Media
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Gateway

TMS
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Contactless & NFC Software Update Roadmap
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Managing Multiple New Services at Checkout

Cards

VISA payWave

4 PayPass

m  Zip

ExpressPay

Wallets

BUY ONE T-SHIRT- GET ONE 50% OFF

Your Total is: $112.75 |

Balt - B041 0246 $16.00
Men's denim — 20459312 345.00
T-ghirt - G04E0845 $12.50

SALE 2nd @ 5% $6.25
Sweater — 38014862 F34.00

Google

\S\S'

PayPal

GROUPON/

And so on....
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Understanding the Architecture and securit_y challenges

Payment Processor
NFC Service Host

ﬁ,\ Cloud-Connect
\ API

POS H\W & Retailer
Application System

l!*r’n—

Wallet Application &
NFC Firmware
w

pe g Discover Zip

)))) @ Partner v1 Mx Connect TIM

; Open-Media
\ Spec Forms-Agent

L SoftPay Connect

SIM @

Gateway
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Solving for Credit/Debit Pa_yment S_ystem Vulnerabilities

J » CRIND-tampering

Lirift clear text availability of
cardholder data and sensitive
authentication data to the ?Dll‘t of
encryption and the point o
decryplion

Use mobusi key managemsant
solutions consistent wath
wfdmational and/or :tglun;ﬂ
standards

| Uise key-engths and
cryptographic algonthms
o E ave) consisient with intemational
andior regional standards

on st Prolect devices used (o perfonm

Sensiive authentic n':-

5. Keys shall be managad

[
7. Docwmentat
8. &) Keys shall
B b) I remate &
9, Keys usedin

10. Encryplion k
11. FPE musl ba

12 Dovices used 10

All keys and key comp

ENCRYPTS CARD DATA TO PREVENT COMPROMISES

VISA DﬁuTA FIELD ENCRYPTIDN BEST PRACTICES

1, Clear text cardholder and authentication data shall only be available af the poinl of encryplion and decryption
2 All cardhglider data shall b sncrypled usin =
3. All cardholder data and
; 3
5

* Unencrypted data
* Network access
» Chargeback files

Security e
Standards Council

Wastly Simplifies Retailer’s

cryplographic operations against
Security

COrpQg physicalfiogical compromises
netw
B Use an altemate account or

transaction identifier lor business
processes that requwes the
primary account number o be
ulilized after authodzation

A

* PINpad-tampering
e Skimmers
* Overhead cameras

hardware and soft

13 Keys shall be protect
and their mtegnty an

. If any cardholder d

Sup

* Rogue applications ¥ 1 Passwords

VERISHIELD PROTECT

MX 800 SERIES VESOLUTIONS

MXBBO WX BBD VX B10 ViI&T
MXBTD  MXEM VX ETO ppdl]
MX B&D VX &0 VX B0 DUET

ENCRYFTION PROCESS

DECRYPTION
APPLIANCE



http://www.co.orange.nc.us/library/libsvcs/computer.gif�

Mobile Introduces a whole new world of data to protect...

Consumer Marketing

Consumer

Search DATA
Social Media Where Purchased/

ltems Purchased

Coupons / In-Store Marketing Loyalty

Number

Alternative Payment
Coupons

Applied
Loyalty
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Beginning to Enable Intelligent Checkout in Taxis

From... B

7TOG°'com “SEUESNEVER MISS A SAL

Securely Processing Traditional Payments
Providing advertisers with a truly captive audience with
significant “dwell time”

Targeting demographics, psychographics, time of day, and
real-time location

Long flight? Revive your eyes.
Formulated with HYDROBLEND™ Moisturizers
for up te 10 hours of comfert.

Enabling social and location-based interactivity between
marketers and consumers

e NFC, SMS & QR codes

» Digital & paper coupons/receipts
e Customer acquisition and data capture

Opesing Top Box Office  Near Me  GoNow

% FANDANGO
e GROUPON
e Do P b, %0
Fan Rating. 2
FESA Shrek Forever Aftar

Fanhang 5D

e Movi d sh ticket 3
. Vvt and how ek | eeeEesd

Letting consumers search for and purchase goods while
inside the taxis

e Daily deals

Vv VeriFone
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In Markets Throughout the US and UK

? San Francisco
Las Vegas
Los Angeles h

San Diego h
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Wash DC &
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Atlanta &9
N
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Tampa h p Ft. Lauderdale
L
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But Taxis are Just the Beginning

Intelligent checkout is being enabled in multiple verticals
through the VeriFone Digital Network

«Qver 10,000 taxis in 10+

markets today

e Continually upgrading
functionality

e Further global expansion

underway

e Leveraging PCIl upgrade to
media enable the pump

= Allow geographic and
daypart targeting

e Opt-in personalization
= Couponing

= Pay-at-Pump purchasing

= Advertising and
merchant promotions

e Integration with loyalty
and 3" party apps

« Social and location-
based media

Vs VeriFone




Six Rules of Mobile Commerce Success

» Deployment and management of complex NFC technologies will
require significant ongoing services from the retailer’s payment
systems provider.

l Il » Mobile commerce must add value to the consumer.
| ||  Mobile commerce must be streamlined with existing POS services
and managed well for the retailer.
‘I » Mobile commerce must become ubiquitous to be successful.
S—
J

» Mobile commerce must be integrated with other forms of
payment.

e Mobile commerce must be ironclad secure.
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Making Checkout Intelligent

Building the Bringing the
architecture players together

Powering marketing
and interactivity

Providing value
to consumers
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