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Cyberspace. A consensual 
hallucination experienced daily by 
billions of legitimate operators, in 

every nation...A graphic representation 
of data abstracted from the banks of 
every computer in the human system.

- Gibson, William (1984). Neuromancer
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GOALS & CONSTRAINTS
—

Cyber security in mobile context

—
Definitions, velocity and opportunities

—
Define three mobile types of attacks

—
Live Demonstration

—
Techniques to mitigate mobile risks
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PRESENTER

Andrew Hoog is the CEO/Co-
founder of viaForensics.

Andrew is a published author, computer scientist, and mobile 
forensic/security researcher. He has several patents pending 
and does frequent presentations/briefings.

Additionally
Pursuing Executive MBA, University of Chicago
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VIAFORENSICS OVERVIEW

viaForensics is a Mobile Security company founded 
in 2009. 

Bootstrapped with ~40 employees and a 
10 person dedicated mobile security R&D team

Customer Breakdown
50% US Government, 50% commercial
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CYBERSPACE

A global domain within the information environment consisting of the 
interdependent network of information systems infrastructures including

the Internet, telecommunications networks, computer systems
and embedded processors and controllers

http://www.cnss.gov/Assets/pdf/cnssi_4009.pdf

http://www.cnss.gov/Assets/pdf/cnssi_4009.pdf
http://www.cnss.gov/Assets/pdf/cnssi_4009.pdf
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CYBERATTACK

An attack, via cyberspace, for the purpose of 
disrupting, disabling, destroying, or maliciously controlling 

a computing environment/infrastructure; 
or destroying the integrity of the data 

or stealing controlled information

http://www.cnss.gov/Assets/pdf/cnssi_4009.pdf

http://www.cnss.gov/Assets/pdf/cnssi_4009.pdf
http://www.cnss.gov/Assets/pdf/cnssi_4009.pdf
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CYBERSECURITY

The ability to protect or defend 
the use of cyberspace from 

cyber attacks

http://www.cnss.gov/Assets/pdf/cnssi_4009.pdf

http://www.cnss.gov/Assets/pdf/cnssi_4009.pdf
http://www.cnss.gov/Assets/pdf/cnssi_4009.pdf
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DSS ON TARGETING OF U.S.

Targeting of U.S. technologies is constant and unwavering.

There has been a 75% increase overall from FY10.
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FBI COUNTERINTELLIGENCE

“...economic espionage losses to the American 
economy total more than $13 billion...”
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ASSUME COMPROMISE

Operate as if

—
Hostile environment

—
Compromised networks

—
Vulnerable apps and devices
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MOBILE DEVICE VELOCITY

Desktop PC

Portable PC

Tablet

Smartphone
# Units Shipped

(millions)

2012
Total: 1,201.1

2017 (Projected) 
Total: 2,250.3

1600

1200

700

200
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HOW PEOPLE (MIS)USE MOBILE DEVICES

HOME

Family Member Info
When I Sleep
Where I’m at

[Malicious/Insecure apps]

BUSINESS

Business Emails
IP Information

Sensitive Passwords

[SMS Business info]

IDENTITY

Apps I Install
Friends I Have
“You are what 
you google”

CELLULAR

INTERNET

BLUETOOTH

ATTACKERS

Cyber
Criminals

ATTACKERS

Hacktivists

ATTACKERS

State
Sponsored

CYBERSECURITY
OPPORTUNITIES/

RISKS
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BILLIONS OF DEVICES

NEST THERMOSTAT ALARM.COM LG SMART TV
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MOBILE OPPORTUNITIES 
(CONSUMERS)

—
Loyalty, Cross-selling

—
Rewards/offers

—
Drive mobile payments

—
Capture underbanked / unbanked
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MOBILE RISKS

—
Mobile attack

—
Compliance / Regulation

—
Legal / E-Discovery
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Mobile Attacks
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Sophistication of cyber attack

Persistent
Pervasive 
Insidious
Attack

Disruptive
Destructive
Widespread

Attack

Individual
Attack
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MOBILE BANKING/PAYMENT ATTACKS

INDIVIDUAL DISRUPTIVE / DESTRUCTIVE / WIDESPREAD PERSISTENT / PERVASIVE / INSIDIOUS

Goals:
Identity theft

Financial theft (small)

Attackers:
Individual criminal

Cyber criminal

Methods:
Mobile app vulnerabilities

Recover sensitive data
Intercept username/password

Physical access

Goals:
Impact profits

Make a statement

Attacker profiles:
Hacktivist

Cyber criminal groups
State sponsored

Methods:
DDoS

SQL Injection

Goals:
Intellectual property theft

Financial theft (large)
Espionage

Attacker profiles:
Cyber criminal groups

State sponsored

Methods:
0-day

Targeted attacks
Malware implants
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MOBILE APP
VETTING
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Category # apps reviewed

Finance 10

Lifestyle 11

Productivity 6

Travel 5

Social Networking 6

Security 6

Other 6

APP SELECTION

Apps were selected based on popularity, number of 
downloads, or potential sensitivity of data

Approximately 50 apps have been reviewed 
and organized into categories
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APP TESTING RESULTS

% With Issues

100%

~80%

~30%

~50%

~15%

Stored Username

Stored Password

Medium or High Risk

Failed MITM

Stored
Username

Stored
Password

Other
Risks

Failed
MiTM
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IN 1955, THE KGB DESIGNED 
THE ULTIMATE ESPIONAGE 

DEVICE, THOUGH 
IMPOSSIBLE TO BUILD WITH 
TECHNOLOGY OF THE ERA...
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• Flexible means to gather intelligence

• Remotely accessible and updateable

• Possesses sophisticated sensors

• Goes anywhere, does not attract attention

• And targets readily carry it with them

. . .  IT IS NOW PERVASIVE

© Copyright 2013 viaForensics,  LLC.  Proprietary Information.
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• Theft of sensitive data, processes, 
relationships to influence 
competitive advantage

• Increasingly perpetrated via 
cyber

CORPORATE ESPIONAGE
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• Operates on both sides of the 
firewall

• Stores sensitive corporate and 
personal data

• Mostly outside the control of IT/
Security (BYOD)

• Runs loads of untested code, of 
unknown origin

ENTER MOBILE
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BYPASSING 
TRADITIONAL 

DEFENSES
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CIRCUMVENT TRADITIONAL 
CORPORATE SECURITY CONTROLS...
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HIJACK THE CAMERA

PlaceRaider “visual malware”
Robert Templeman, et al
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MOBILE ATTACK DEMO
CORPORATE ESPIONAGE VIA MOBILE 

COMPROMISE

—
Remote compromise mobile device

—
Morph mobile device into keyboard

—
Circumvents all traditional defenses

—
Gives attacker hands on keyboard/network

30



© Copyright 2013 viaForensics,  LLC.  Proprietary Information.

IN THE NEWS

31

USB AUTORUN CARBERP WENT MOBILE SPEAR PHISHING
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IN THE NEWS

Detection ratio: 1/46

32
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IMPACTS TO BUSINESS

—
Loss of intellectual property/sensitive data

—
Loss of market confidence

—
Loss of customers

—
Loss of revenue

33
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THE SKY IS NOT FALLING
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SECURE MOBILE APPS

—
Education

[Devs, Security, & Executives]

—
Mobile app vetting

[Custom & Third-party]
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MOBILE SENSORS MITIGATE 
MOBILE RISKS

—
Collect mobile forensic, security and sensor data

—
Analyze to improve decisions 

—
Reduce mobile banking and payment risks
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INTELLIGENCE DRIVEN 
SECURITY

—
Defense cannot prevent all attacks

—
Big Data can detect anomalies  

—
Practical Cyber Security:

Detect and prevent
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Andrew Hoog
312-878-1100

ahoog@viaforensics.com

Keep in touch with us on Twitter at 
@viaforensics or at viaforensics.com.

38
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